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3. INTRODUCTION

3.1. PURPOSE OF THIS DOCUMENT

The purpose of this document is to provide guidance to an NHS Organisation implementing a
Generic Outbound Interface. This document outlines the process that the NHS Organisation
Implementation Lead, NHS ESR Commercial Team and NHS ESR Systems Integration Team will
follow in order to achieve a successful implementation.

3.2. NAMING ABBREVIATIONS

The following naming abbreviations are used throughout this document:
e EIT — Extra Information Types
e ESR - Electronic Staff Record

e EXP — Generic Outbound Expenses Interface
e FTP — File Transfer Protocol

e GAD - Generic Outbound Active Directory Interface
e GDW - Generic Outbound Generic Data Warehouse Interface
HR — Human Resources

LOC - Letter of Commitment

NDA — Non-Disclosure Agreement

NHS — National Health Service

PO - Purchase Order

RET — Generic Outbound Retro Fit Interface

¢ ROS — Generic Outbound Rostering Interface

e SIT — Special Information Types

e SLA — Service Level Agreement

e SR - Service Request

e T&A —Time and Attendance

e VPD - Virtual Private Database

3.3. OVERVIEW

ESR provides data via a number of Generic Outbound Interfaces for use in a variety of external
systems such as; expenses systems, e-rostering systems and data warehouses to name a few.
ESR supplies this information using a Generic Interface solution that contains Employee and
Assignment Numbers, Names, Addresses and other data items that are likely to be of most use in
supporting the NHS Organisation business functions.

The interface can execute on a daily or weekly basis as requested by an NHS Organisation. An
NHS Organisation must request that the interface is enabled and supply the necessary

configurations (see Section 4.5).

Once requested, ESR will send an initial “snapshot” of all Assignment and Personal details of all
flagged active employees. Thereafter, ESR will supply updates of flagged Assignment and
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Personal details for joiner, terminations or changes since the last execution. These are called
change files.

Wherever possible, any proposed changes to the format of the interface file will be notified to
sites six months prior to the changes being implemented. It is the responsibility of the NHS
Organisation to inform their supplier of the proposed change.

As previously stated, ESR provides data via a Generic Outbound Interface for use in a variety of
external systems. To cater for this, variations of the Generic Outbound Interface have been
developed. These are as follows:

3.3.1. Generic Outbound Active Directory (GAD) Interface

The GAD interface is intended for use with Active Directory system providers to the NHS. It
contains relevant data items from the following records:

e Location record

¢ Organisation record

e Position record

e Person record

e Assignment record

¢ Phone record

e Address record

3.3.2. Generic Outbound Expenses (EXP) Interface

The EXP interface is intended for use with Expenses system providers to the NHS. It contains
relevant data items from the following records:

e Location record

e Organisation record

e Position record

e Person record

e Assignment record

¢ Phone record

e Address record

e Vehicle record

3.3.3. Generic Outbound Retro Fit (RET) Interface

The RET interface is supplied by the NHS ESR Systems Integration Team to NHS Organisations
and approved external Third Party Systems. This is an enhanced copy of the legacy Generic
Outbound Interface. It contains data items from the following records:

e Person record

e Assignment record
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3.3.4.

Generic Outbound Rostering (ROS) Interface

The ROS interface is intended for use with Rostering system providers to the NHS. It contains

relevant data items from the following records:

3.3.5.

Person record

Phone record

SIT record

Address record
Assignment record
Organisation record
Location record

EIT record
Contact/Relationship record
Competencies record
Quialifications record
Absences record
Assignment Costing record
Position record

Generic Outbound Generic Data Warehouse (GDW) Interface

The GDW interface is intended for use with Data Warehouse systems providers. It contains

relevant data items from the following records:

Person record

Position EIT record

SIT record

Assignment record
Organisation record
Location record

EIT record

Competencies record
Qualifications record
Competence Definition record
Absences record

Element Entry record
Disabilities record
Assignment Costing record
Position record
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4. IMPLEMENTATION PROCESS

4.1. Loc AN SR

Once an NHS Organisation decides it requires the interface, a Service Request (SR) must be
logged on the ESR Service Desk. The HR or Payroll departments within the NHS Organisation
generally have access the helpdesk to log the Service Request.

The text of the SR should contain the following reference:

“Request the set-up of the Generic Outbound Interface for NHS Organisation nnn*. The NHS
Organisation will be loading the Interface using the xxx? system. Please pass this call to
ESRNHSINT”.

1 Replace nnn with the 3 digit ESR VPD number that is associated with the NHS
Organisation.

2 Replace xxx with the name of the system that the Generic Outbound Interface file will be
loaded into.

Once the SR is received, the NHS ESR Systems Integration Team will agree with the NHS
Organisation the timescales for the implementation. The NHS Organisation will then be included
on the implementation schedule. If the implementation is delayed by the NHS Organisation or the
supplier and has to be rescheduled then the next available slot will be allocated by the NHS ESR
Systems Integration Team.

A lead time of 4-6 weeks is typically required prior to the first interface file being available for
testing. If a site visit by the supplier is planned and test files are required for this date then the
NHS ESR Systems Integration Team must be informed. If this visit is within the first 4-6 weeks of
the implementation then it may be that the interface is not yet available.

4.2. CLARIFICATION OF REQUEST

Once the SR has been logged, the NHS ESR Systems Integration Team will clarify and confirm
with the requesting organisation, the following:
¢ Which system the NHS Organisation will be processing the requested interface into and
the supplier of that system.
e Which is the most suitable variation of Generic Outbound Interface to implement? The
different variations are outlined in Section 3.3.
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4.3. REQUEST LETTER OF COMMITMENT

The NHS ESR Systems Integration Team will request a Letter of Commitment and Purchase
Order from the requesting NHS Organisation. This letter is an agreement from the NHS
Organisation, that the NHS Organisation accepts the implementation and annual support charges
for this interface. The NHS ESR Systems Integration Team must be in receipt of this letter before
the implementation process can begin.

The NHS ESR Systems Integration Team will be able to assist the NHS Organisation with the
letter by providing a template. An example of this Letter of Commitment can be found in Section
5.2, Purchase Order details can be found in Section 5.3 and the current Interface Charges can be
found in Section 5.4.

The NHS ESR Systems Integration Team can also supply a copy of the standard terms and
conditions associated with this Interface.

4.4. NON-DISCLOSURE AGREEMENT AND DATA PROTECTION

Where interface files are to be loaded into 3" party supplier systems, there must be a Non-
Disclosure Agreement (NDA) in place between ESR and the relevant 3" party supplier.

Based on the information in the SR, the NHS ESR Systems Integration Team will check to see if
there is already a NDA in place with the relevant 3" party supplier. If this is not already in place,
the NHS ESR Systems Integration Team will require the NHS Organisation to supply contact
details for the 3™ party supplier. The ESR Commercial Team will then arrange for the NDA to be
put in place.

Once the NDA is in place, the NHS ESR Systems Integration Team will be able to share the
interface specifications with the 3™ party supplier.

Where data is to be held or processed by the 3" party supplier, it is the responsibility of the NHS
Organisation to ensure that there is adequate cover for Data Protection purposes.

4.5. INTERFACE CONFIGURATION

Once the LOC, PO and NDA (if applicable) are in place, the NHS ESR Systems Integration Team
will clarify the following details, regarding the requested Generic Outbound Interface, with the
NHS Organisation:

e Which email addresses should receive email notifications when files are available?

e Are files required daily or weekly? If weekly, is there a preferred day of the week to

receive files?

e When should the Generic Outbound Interface produce the initial full file?

o Will any flags be set in ESR (see section 4.6 and 5.1)?

o If the RET interface is requested — Should address line 3 be included in the extract?
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4.6. SETTING FLAGS IN ESR

As outlined in the overview, the interface selects Employees and Assignments for inclusion on the
interface, based on flags that are set in ESR. If no flags are set, all Employees or Assignments
will be extracted.

Flags can be set at three levels:-
e Payroll — All Assignments attached to the payroll are included on the interface.
e Position — All assignments attached to the position are included on the interface.
e Assignment — Only assignments that are flagged are included on the interface.

Section 5.2 gives details of how to set the flags in ESR. Where an Organisation is using flags to
control the selection of data for the interface, the flags must be set before the first execution of the
interface.

4.7. SET-UP INTERFACE AND FTP ACCOUNT

Once the SR, LOC, PO and NDA (where applicable) have all been received, the NHS ESR
Systems Integration Team will manage the Interface and FTP account set-up.

An FTP account will be set-up on the NHS Interface Hub, where NHS Organisations can collect
their Generic Outbound files from. This usually takes around 5-10 working days. Connection
details for the NHS Interface Hub can be found in section 5.5.

If there are any issues with connectivity to the FTP account and NHS Interface Hub, the NHS
ESR Systems Integration Team will work directly with the NHS Organisation to resolve the issue.

The NHS ESR Systems Integration Team will provide the FTP location, username and password
to the NHS Organisation and check that they can log on. Before these details can be issued, a
suitable individual with an appropriate ESR helpdesk account will need to complete a Caller ID
Check on behalf of the NHS Organisation.

4.8. SR CLOSURE

The NHS ESR Systems Integration Team will liaise with the NHS Organisation to check that the
files have been generated and made available to the NHS Organisation successfully.

Once the NHS Organisation has confirmed the data was received successfully, the NHS ESR

Systems Integration Team will request that the NHS Organisation marks the SR as resolved and
agrees to it being closed.
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4.9. ON-GOING SUPPORT

Once the initial SR has been closed, any issues arising that require support from either the NHS
ESR Systems Integration Team will require a new SR to be logged.

Upon receipt of an SR, the NHS ESR Systems Integration Team will investigate issues to do with
the content of the file.

SR’s logged for the interface are dealt with to the same Service Level Agreements (SLA) as all
other ESR SR’s.

4.10. INTERFACE SUPPORT WEBSITE

A website is provided to all NHS Organisations who are live on ESR with a Generic Outbound
Interface. The website contains details of current versions of specifications for the interfaces as
well as any proposed changes to the interface.

The website will also be used as a mechanism to communicate to NHS Organisations any system
wide issues to do with the interface.

The NHS ESR Systems Integration Team will provide details of the address, username and
password at the appropriate time during the implementation of the interface.
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5. APPENDICES

5.1. SETTING FLAGS IN ESR

ESR will only send data associated to Assignments with the following statuses:
e 'Acting Up'
e 'Active Assignment'
e 'Assignment Costing Deletion’
e 'Career Break'
e 'Internal Secondment'
e 'Maternity'
e 'Out on External Secondment - Paid'
e 'Out on External Secondment - Unpaid'
e 'Suspend Assignment'
e 'Suspend No Pay'
e 'Suspend With Pay'
o ‘Offer Accepted’

Assignments that have been terminated prior to either the ESR “Go Live” or the date the interface
was enabled for the NHS Organisation are never included in the interface file. Furthermore, if only
specific Assignments are required they must also be flagged before it is included in the interface
file. This can be done in one of three ways:

e Payroll Level

e Position Level

o Assignment Level

When flagging is in use, an Assignment is included in the interface file if any of the above
attributes (on the Position, Assignment or on its Payroll) is set to ‘GTA’. Only Assignments that
are so flagged are included. Once sent, the flow of information is maintained until the assignment
is terminated or the attribute is cleared.
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5.1.1.  Setting Flags in ESR at Payroll Level

1) Under the ‘Local Workstructures Administration’ URP select ‘Organisation’ and

‘Description’.

——2) In the find box search for the NHS Organisation name and click OK. On the next page,
click on the “Find’ button to populate the fields.

Eile Edil View Folder Tools window Help ORACLE
HY0 LGP R DD ER LEIIE BBl ?
= _ofx
Name Type
Dat@
MName
Type &
Location
ngamzagn Find|%
o
oy Mame | [ Name =]
504 Physiotherapy Dept
1 504 Plastic Surgery
504 Portering Services
504 Frinting Department
504 Psychology
504 Purchasing & Supplies
504 Radiology Dept
504 Renal Unit
504 Rheumatology
504 Risk L
504 5.0B.U
504 Salaries &iages
504 Snack Bar =
ar RS D
P o ||cancel
5 soi 1

3) Click on the ‘Others’ button near the bottom right of the screen. Select ‘Interfaces’.

Eile Edit ‘iew Folder Tools Window Help

BP0 GH8SP ¢ IR L0 H B2

ORACLE

I=

MName SRS
Dates

From O1-JAN-1951
Location 504 ESR Hospital

Internal Address
Organization Classifications

Narme
lHR Organization

Type Trust

To

Internal or External  Internal

Location Address  ESR Hospital Warwick Business Park Wanwick Road Warwick Warwickshire C3,

Additional Organization Information

Find %

Additional Information a
Costing Information
Interfaces

A

NHS Local 6L Mapping

HHS URPs Allocated to S5Cs
Parent Organization

Payzlip Information

Pensery Reporting Info
Related Organizations

Repoting Informiation

Self Service Preference
Shared Training Customers
Shared Training Provider
Third Party Elements Local -
Tirna Mananarman Hinfarmatinn
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4) Click in the field at the end of the line to bring up the ‘Payroll’ and ‘Interface’ screen. —

— 5) Select the ‘... on the Payroll field and search for the payroll you would like to include in
the interface and press OK.

File Edlit View Foder Tools Window Help ORACLE
HPO GHISP I RDDHER LRI PG EHES?
= = [=]E3
(o] X
Interfaces []
N
|
farwickshire W3
[
(o] )
-
ENE] 7 >
Interface
“{ »
Find|504 %
oK Cancel Clear Help
Payroll B
504 Wonthly T12
504 MonthlyToD |
508 MonthIYTO1
508 MonthiyTo2
504 MonthiyTo3
504 MonthlyTo4 =
O _
Find | cancel
P Ly
H ‘ )
6) In the Interface Field, select ‘GTA’ and press OK.
File Edit View Folder Tools Window Help ORACLE
c2 S o =""~?;'\"3Jf s L2102 5 (Elsl 2
= —lx
@ X
Interfaces ]
J 504 wonthiy T121GTA

arwickshire. C3
[y

O Interfaces

ENEING04 Monthly T12]

Interface |GTA <
| <«
]

Generic T & A

| [3

Cancel Clear Help

Qpen

— 7) Remember to click the save button at the top of the screen.
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5.1.2.

Setting Flags in ESR at Assignment Level

— 1) Under the ‘HR Administration’ URP select ‘Enter & Maintain”.

2) Click ‘Open’. On the next page which shows answer ‘No’ to the effective date question

Eile Ecit View Folder Tools Window Help

Functions | Documents

NI X

ORACLE

Peaple:Enter & Maintain

Enter personal information

B - People
»

ﬂ View Employee Management

=1+ Enrclments
+ Fastpath
j + Workstructures

||+ ristories
o ||+ Folders
= s

+ Discoverer Reports

Mass Update of Emplayee Assigr [,

Top Ten List

— 3) Click on the three dots (...) at the end of the ‘Full Name’ field to bring up the search box.

4) Search for the person you would like to set the flag against and press OK. —
File Edit Yiew Folder Tools Window Help ORACLE
BP0 §EBASP A DD R LB PO BB 2 I
= _lolx —_lolx
Ful\m - -
MI Number =
Search by nurnber
Type Employes -
Murmber
Clear New Find
Birth Date Eriter a partial value to limit the list, %10 5ee all values
Town of Birth “Warning: Entering % to see all values may take a very long time. Entering criteria that can be used to reduce the list may be
Region of Birth significantly faster.
Country of Bith Find| <
Effactive Dates Name Number Person Type Organizi
From 17 JUN2011 To
Address Contact As:
T SIS I »
Ene el
. ] H t
5) Having found the correct person, select the ‘Assignment’ tab.
Eilo Edit View Folder Tools Window Help ORACLE

YO OGP RN LAT0L25 BmS ?

© Enter HR Parsanal Information - Combined
Narne

Last

First [Sarah

Tt |Mrs.

Profix

Suffix

Middle

Parsonal | Employment  Office Details
Birth Date ([/1-JAN- 1960
Town of Birth

Region of Bith
Cauntry of Birth

Effective Dates
From [01-JAN 2001 Ta

Addrass Contact

Gender |Female = Action

Person Type for Action
Parson Typos

Employes

Identification
Employes ~| [200s5417
NI Number WAS4375A

Applicant  Further Name Other Benefts
Age &1
Status
Nationality
Disabled
Latest Start Date (01-JAN-2001 (i

Assignment R

Page 14 of 21




6) In the next screen click the ‘Others’ Tab.

7) Select ‘Other Information’.

File Edit View Folder Tools winofhw Help ORACLE’
HYO 2849 BN LEI2E  BES ? i
= _loix.

r‘D: =0 x|
Organization & Group Default Homel|Lease Car flserlUPT|
Job  Mursing afd Midwifery Registered|Staff Murs Position B4278|Staff Murse Band #NGAISurgery|
Grade MHS[XROQReview Body Band & Payroll 504 MonthlyTOO
Location 504 ESR Wospital Status  Active Assignment
Vacancy
Collective Agreement
Employee Category  Full Time
Find|% ftandard Conditions  Statutory Informatin »
Employment Histary Performance
Exira Details Of Service ‘ '
o Every
Salary
Salary History
To [
\ 4
|| ation Costing Others
H H ‘ L
8) Click in the ‘NHS_Interfaces’ box.

—— 9) Click in the first blank line under the Details table.

File Edit View Folder Tools Window Help ORACLE

BP0 I GHVASPI € DDHFAI LB PO H SN2

E - O x
& I ]
Ty Car User{UPT]
Exit Questionnaire ‘ s And 5NGASugery|
[ nHs nterfaces <

Review and Development Summary

matian D

Details [
L T
>
[y

nent Infarmation

Interface [GTA <

“

Cancel Clear Help

— 10) Click on the three dots (...). and select the ‘GTA’ Flag. —

11) Finally, remember to click the save button at the top of the screen.
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5.1.3.

Setting Flags in ESR at Position Level

1) Under the ‘HR Administration’ URP select * Workstructures’ then ‘View Positions”

— 2) Click ‘Open’. On the next page, answer ‘No’ to the effective date question.

Eile Edit View Folder Tools Window Help

Functions | Documents

ORACLE’

Workstructures:View Positions
View position infarmation

+ People
+ Ennlments

ﬂ + Fastpath

- Workstuctures
J View Organisation Diagrammer

][ View Grate Descripiion
ﬂ View Pay Scale

= View Paint Values
=l ewora Step

+ Histories

View Generic Rate Retrisval

+ Folders =

A /

Qpen

3) Search for the position to set the flag against.

—— 4) Press ‘Find’

Eile Edit View Folder Tools Window Help
BV & n8SP € IHExE LB % RS ?
=

ORACLE’

Name

Eopen DOunder Review

Position Details | Hiring Information  Work Terms  Additional Detail

Oapproved future Actions

==

dgets

Name
Org Type
q Job
Organization

Hi Location

Hiring Status

e

EQ Find

Effestive Dates
From 17-JUN-2011

Further Info ()]

Extra Information Valid Grades Others.

J

5) On the relevant position, select ‘Extra Information’.

Ello Bl View
4% ®
an

pon
Posltion Datalls | Hiring Information

Organization & Joh

Hiring Status
Status |Active

Location 104 ESR Hospital

Effactive Datos.
From [01-JAN-2008

Job |Nursing and Midwifery Regist

Narme [231996/01 Stafl Nurse Band GIN2C[Matarnity|

Work Terme | Additional Dat

stan Dare | IEVANYERRRT)
Dato Efloctive Nama (23199501 Staff Nurse Band BIN2CIMatarni
Type [Nane v

Crganization [104 Midwifory Toam

diStafl Nurse

Start Data [01-JAN-2000

Extra Information

tal Budgets
iyl
Bormmanent [ geasanal

Proposed End Dat
Proposed End Date

Praposed End Date
Status

Further Info [INF]

Gl G o
<«

ORACLE'
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6) Click in the ‘Interfaces’ box.

__ 7) Click in the first blank field under the Detalils table.

Eile Edit View Folder Tools Window Help ORACLE’
BY0 OSSP L DB LSS I H OIS ?
0] ™ = 13
15|01 Staff Nurse Band 6|N2CMatemity])
Type
Care Groups B
|interfaces
Medical and Dental Post Dstails
D Seazonal
Qualification Reuirements for Pasition
Registration and Membership Requirements for Positions
Details
E g ()
<
& Others.
| nent Information
Interface (GTA Generic T & A
a——— eeeeremaiiespeveponne I 3
Cancel Clear Help

8) Click on the three dots (...) and select the ‘GTA’ Flag.

9) Finally, remember to click the save button at the top of the screen.
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5.2. EXAMPLE LETTER OF COMMITMENT

INSERT YOUR
ORGANISATIONS
LOGO HERE
NHS Electronic Staff Record
5™ Floor
Don Valley House
Savile Street East
Sheffield
South Yorkshire
5S4 7UQ

DD/MM/YYYY
Dear NHS ESR Systems Integration Team

Re: Implementation of Non-Core Interfaces
Organisation Name & Insert VPD would like to implement the following non-core interface/s and accepts the

following costs as detailed in the charges table below with a go-live date of MM/YYYY.

Organisation Purchase Order Number: ........cc.cccoocvviiinienenceneee e,

Interface Type Implementation Annual Support Total
Fee 2016/17 Charge 2016/17*

T&A Generic Absence Inbound Interface £970 £1,205

T&A Generic Attendance Inbound Interface £865 £1,205

Generic Email Inbound £865 £1205

Occupational Health Outbound Interface £525 £680

Occupational Health bi-directional Interface £NIL $£680

SMART Outbound Interface £865 £1,415

Generic Outbound NHS Store Interface £865 £1,415

* The Fee quoted is pro-rata based on the above go-live date.

t The fee quoted is based on the organisation paying for another instance of this interface type at the full fee. If at
some future date the organisation ceases to use another instance of the interface, the ongoing fee for this interface will
revert to the full fee.

¥ Occupational Health bi-directional interfaces implemented during the 2016/17 financial year will incur no
implementation charge, and no support charges for the first 12 months. Once the 12 month free support period
expires, they will be charged at the same rate as Occupational Health Outbound Interfaces.

The Organisation is committed to keeping the Interface supported by the NHS ESR Systems Integration Team beyond
this current financial year. On this basis and in line with the charges detailed above, the Organisation accepts the
future support costs associated with the interface beyond the financial year 2016/17. The charges run from April 1% to
March 31 every year and will be subject to RPIX uplift on an annual basis.

If for whatever reason the Organisation wishes to cease the utilisation of the Interface they should raise a Service
Request (SR) via the ESR Service Desk. Termination of the interface will require a 1 month notice period in writing from
the Organisation to the NHS ESR Systems Integration Team. The Organisation also accepts that it will be liable for any
interface support charges incurred up to and including the date at which the interface is switched off.

Responsibility and liability for using this Interface rests with the Organisation and Supplier. The Organisation will be
responsible for the quality of the data held in ESR be it keyed by a user or entered via the Interface route.

Yours sincerely
Signature

Title
Telephone number
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5.3. PURCHASE ORDER DETAILS

When raising Purchase Orders, the supplier should be listed as NHS Electronic Staff Record.

The NHS Electronic Staff Record bank details for receiving income are as follows:

Bank Name: Nat West

Sort Code: 60-70-80

Account Number: 10012044

Account Name: GBS RE NHSBSA Hosted

We require a full copy of the Purchase Order before we can proceed with you Interface request.
VAT is not applicable when charging other NHS Organisations.

Invoice Queries: ESR.interfaces@nhs.net
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5.4. SUMMARY OF INTERFACE CHARGES 2016/17

As a result of additional efficiencies in processing, the charges for Generic Non-Core Interface
Implementations & Support have not been subjected to the permitted RPIX uplift, and have been
held for the financial year 2016/2017.

Implementation of Initial Instance of Non-Core Interfaces at a VPD
Charges for the first “instance” of a particular interface for an NHS Organisation. Each third party
system using an interface requires its own instance.

Interface One-Off Annual

Implementation Support Fee

Fee (per annum)
Generic Absence Inbound £970 £1205
Generic Attendance Inbound £865 £1205
Generic Email Inbound £865 £1205
Generic Outbound NHS Store Interface £865 £1415
Generic Occupational Health Outbound £525 £680
Generic Occupational Health bi-directional ENIL T £680
SMART Outbound £865 £1415

I For OH Bidirectional Interfaces implemented in 2016/17, support charges will be calculated
from the first anniversary of the interface being implemented and will be billed in May 2017.

Implementation of Additional Instances of Non-Core Interfaces at a VPD
Charges for additional instances of an interface for an NHS Organisation, to support the use of
additional third party applications.

Interface One-Off Annual
Implementation Support Fee
Fee (per annum)
Generic Absence Inbound £400 £200
Generic Attendance Inbound £400 £200
Generic Outbound NHS Store Interface £500 £260

Implementation of Bespoke Interfaces
Where an organisation’s needs cannot be met by one of our standard interfaces, a bespoke
interface may, if appropriate, be provided at a higher cost.

Interface One-Off Annual
Implementation Support Fee
Fee (per annum)
Bespoke Outbound Interface £1265 £1615
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5.5. FTP ProTOCOL

NHS Interface Hub:
Production: esrnhshub.mhapp.nhs.uk 10.129.117.11
Protocols available for sending:

FTPS: Passive only (Port 21 and high port range 32768-65535). The high port range needs to be
explicitly allowed through firewall due to the encryption.

Firewall Permission (for file delivery):

If the delivery IP address is not N3 — a trust will need to allow 194.176.105.0 through to
194.176.105.8.

If the delivery IP address is on N3 — a trust will need to allow:
e 10.129.117.9
e 10.129.117.10
e 10.129.117.11

Please note — the NHS Interface Hub should be accessed via an FTP Client and not Internet
Explorer.

5.6. CONTACTS

NHS ESR Systems Integration Team
Don Valley House

5th Floor

Savile Street East

Sheffield

South Yorkshire

S4 7UQ

esr.interfaces@nhs.net

End of Document
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